
MEMORANDUM OF AGREEMENT 

FOR FEDERAL ELECTION CVBERSECURITY INITIATIVES 

This agreement is between the State of Florida, Department of State, Division of Elections (•Department"), 
an agency of the State of Florida, and Vicki Davis, Supervisor of Elections (HSub-recipient") for Martin 
County, Florida. This agreement governs the receipt and use of federal funds as specified herein. 

I. Governing Law 

Grant funds are made available pursuant to Specific Appropriation 3160, Chapter 2019-115, Laws of 
Florida: 

Funds provided in Specific Appropriation 3160, shall be distributed to county Supervisors of 
Elections for the continuation of cybersecurity initiatives and improvements made by 
Supervisors of Elections at the local level and in preparation for the 2020 Presidential Election. 

County Supervisors of Elections will receive funds only after providing the Department of State 
a detailed description of the programs that will be implemented. Funds distributed to county 
Supervisors of Elections require a certification from the county that matching funds will be 
provided in an amount equal to fifteen percent of the amount to be received from the state. 

The Department of State is authorized to distribute to Sub-recipients a sum total of two million, ejght 
hundred thousand dollars ($2,800,000) in non-recurring funds for fiscal year 2019-2020 from the Federal 
Grants Trust Fund, pursuant to sections 101 and 251 of the Help America Vote Act of 2002 (HAVA) and 
the Catalog of Federal Domestic Assistance (CFDA) 90.401 ("Requirements Payments") and 90.404 ("Help 
America Vote Act Election Security Funds"). 

II. Scope of Work, Deliverables, Restrictions 

A. Scope of Work 

Funds provided under this agreement shall be- used for either advance payment, reimbursement, or a 
combination of advanced payment and reimbursement for the purchase of goods and services for the 
continuation of cybersecurity initiatives and improvements at the local level in preparation for the ~020 
Presidential Election. The allowable goods and services are specified in each Sub-recipient's individual 
Election Security Improvement Plan (Attachment A). 

B. Tlmeline 

The grant agreement shall be in effect for the period of 7/1/2019 - 5/30/2020. 

Date Event 
7/1/2019 Beginning of period in which expenditures can qualify for reimbursement 
2/14/2020 Deadline for Sub-recipient to apply for grant 
5/1/2020 Deadline for Sub-recipient to expend advance funds for allowable goods and 

services 
End of period in which expenditures can qualify for reimbursement 

5/30/2020 Deadline for Sub-recipient to submit Fiscal report, election security post-
assessment, and return any unspent advance funds 
End of grant period 
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C. Deliverables, Minimum Levels of Service, and Flnanclal Consequences -Deliverables Minimum Level of Service Flnanclal Consequences 
Sub-recipient shall, to the Department's 

If a Sub-recipient does not have an 
1. Election satisfaction, submit an election security 

election security remediation plan 
Security remediation plan. The plan shall be securely 

on file with the Department upon 
Remediation transmitted to the Department in a format 
Plan provided by the Department prior to 

submission of grant agreement, no 

submission of grant agreement. 
funds shall be released. 

2. Grant Sub-recipient shall, with the assistance of the 
Agreement Department's cyber navigator, develop an 
Including election security improvement plan 

If Sub-recipient does not transmit an 
Election (Attachment A) that is in accordance with the 
Security Sub-recipient's Election Security Remediation 

executed grant agreement, including 
an Election Security Improvement 

Improvement plan. The improvement plan shall list the 
Plan to the Department, no funds 

Plan specific goods and services to be purchased to 
(Attachment A) improve election security. The agreement and 

shall be released. 

plan shall be securely transmitted to the 
Department in a format provided by the 
Department no later than February 14, 2020. 

3. Election No later than May 30, 2020, Sub-recipient 
If the Election Security Grant Post-

Security Post- shall transmit to the Department an Election 
Assessment and Fiscal report is not 

Assessment Security Grant Post-Assessment and Fiscal 
provided to the Department by 

Report and Report (Attachment D) that lists how 
May 30, 2020, the Sub-recipient 

Fiscal Report improvements in the Sub-recipient's election 
shall return all funds previously (Attachment D) security were effectuated by the grant funds, 

and accounts for all funds provided under this 
advanced, and shall forfeit the 
opportunity to seek reimbursement, 

agreement. 
under this agreement. 

D. Application 

Each eligible Sub-recipient is entitled to request up to the maximum amount shown on the Sub-recipient's 
Election Security Improvement Plan (Attachment A). The amount allocated to each Sub-recipient is based 
on the assessed election security needs of the Sub-recipient. 

Additionally, as part of the application, the Sub-recipient must submit the following: 

1. A completed ED Form GCAS-009 (6/88), entitled "Certification Regarding Debarment, Suspension, 
Ineligibility, and Voluntary Exclusion Lower Tier Covered Transactions"', (Attachment B). Executive 
Order 12549, Debarment and Suspension, 45 CFR 1183.35, prohibits the disbursement of federal 
funds to the intended recipient of such funds or to any sub-recipient thereunder unless such 
recipient and each sub-recipient, if any, certify that they are not excluded or disqualified from 
receiving federal funds by any federal department or agency. 
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127), (Attachment C). The form certifies that the county governing body shall provide additional 
funds to match in-an amount equal to or more than fifteen percent (15%) of the amount to be 
received from the state. If the county governing body fails to appropriate the matching funds, all 
funds received must be returned. 

E. Post-Assessment and Fiscal Reporting 

The Sub-recipient must submit a report using the Election Security Grant Post-Assessment and Fiscal 
Report Template (Attachment D) along with supporting documentation evidencing allowable expenses 
no later than May 30, 2020. Supporting documentation shall include invoices, canceled checks, purchase 
orders, vendor contracts, and other records that detail the services or products purchased and the costs 
of such services and/or products. Documentation must account for all expenditures made from grant 
funds awarded under this agreement. Documentation must also provide details regarding matching funds, 
if applicable, and any interest earned. Along with the report, Sub-recipient shall return any unspent 
advanced funds. 

Any funds determined not to be expended in accordance with this agreement shall be returned, including 
any interest earned, to the Department within 30 days of written notice. All funds returned shall revert 
to the Federal Grants Trust Fund. 

F. Restridlons 

Sub-recipient shall not use any funds received hereunder to support lobbying activities to influence 
proposed or pending federal or state legislation or appropriations, but this does not affect the right of 
the Sub-recipient, or that of any other organization to petition Congress, or any other level of 
Government, through the use of other resources. 

If the Sub-recipient expends any funds on expenses that are not allowable, the Sub-recipient must 
reimburse immediately the funds to the Department, not otherwise expended for allowable costs, 
including any interest earned during the term of this agreement. 

The Sub-recipient must establish and maintain the grant funds in an interest bearing account in a 
'"qualified public depository" as defined by section 280.02(26), Florida Statutes. The Sub-recipient must 
segregate the funds in a separate account established to hold only such funds. Sub-recipient must 
comply with the applicable requirements of chapter 280, including but not limited to: 

• The execution and retention in your official records of a Public Deposit Identification and 
Acknowledgement Form. 

• The submission each year by November 30th of a Public Depositor Annual Re part to the Chief 
Financial Officer (DFS-Jl-10091 

For more information refer to the Department of Financial Services Collateral Management for 
Governmental Units webµage or contact the Program Administrator at 850-413-3167. 

Ill. Payments 

A. Advance Payment 

Holmes, Jackson, Jefferson, Lafayette, Levy, Liberty, Madison, Nassau, Okeechobee, Putnam, Suwannee, Taylor, 
Union, Wakulla, Washington, Walton. 
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Ill. Payments 

A. Advance Payment 

Upon successful completion of the second deliverable, the Department shall render advance funds to 
the Sub-recipient, up to the amount of the grant award, as specified in the Sub-recipient's election 
security improvement plan (Attachment A). The window for the expenditure of advance funds begins 
on the day funds are received by the sub-recipient and expires on 5/1/2020. 

B. Reimbursement 

Upon successful completion of the third deliverable, the Department shall render reimbursement 
funds to the Sub-recipient, up the amount of the grant award, as specified in the Sub-recipient's 
election security improvement plan (Attachment A). The window in which expenditures can qualify for 
reimbursement begins on 7/1/2019 and expires on 5/1/2020. 

C. Electronic Funds Transfer 

The Sub-recipient is encouraged to use electronic funds transfer (EFT) to receive payment as an alternative 
to receipt of payment by warrant. All Sub-recipients wishing to receive funds through electronic funds 
transfer must submit a Direct Deposit Authorization form to the Florida Department of Financial Services. 
If EFT has already been set up for your organization, you do not need to submit another authorization 
form unless you have changed bank accounts. 

IV. Monitoring, Audits, and Audit Reporting 

The administration of resources awarded to the Sub-recipient may be subject to monitoring, audits and 
reporting requirements, as indicated on Attachment E and Exhibit 1 to Attachment E. 

A. Other audits 

The Department may conduct a limited scope audit of federal funds or other financial analysis or 
review of federal funds as permitted by federal law. In the event the Department determines that a 
limited scope audit or other type of audit of the Sub-recipient is appropriate, the Sub-recipient agrees 
to comply with any additional instructions provided by Department staff to the Sub-recipient regarding 
such audit. If the Department determines that federal funds received under this Agreement were used 
for any unauthorized purpose or that the Sub-recipient did not comply with this agreement or state or 
federal requirements for receipt, expenditure, or accounting, the Sub-recipient must return or repay 
these federal funds in an amount sufficient to ensure or obtain compliance, including expenses for any 
corrective or remedial action. 

The Sub-recipient further agrees to comply and cooperate with any inspections, reviews, 
investigations, or audits deemed necessary by the Department, Chief Financial Officer (CFO) or Auditor 
General. 

Additional guidance to state and federal monitoring and auditing requirements may be found 
at httns:l/www.eac.gov. 
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pursuant to this agreement shall be submitted timely with federal requirements, the Florida Statutes, 
and/or Chapter 10.550 (local governmental entities) of the Rules of the Auditor General, whichever is 
applicable. The correspondence accompanying the financial reporting package forwarded to the 
Department must include the date the Sub-recipient received the reporting package. 

V. Record Retention 

Documentation associated with this grant may contain sensitive and/ confidential information that is 
exempt from public records disclosure pursuant to Florida and federal laws including but not limited to 
Section 282.318, F.S., Cybersecurity Information Sharing Act (CISA), and based on the U.S. Department 
of Homeland Security's designation of elections as a critical infrastructure as of January 2017. 

The Sub-recipient shall retain accurate and detailed records sufficient to demonstrate its compliance 
with the terms of this agreement for five fiscal years from the date an audit report is issued, and shall 
allow the Department, the Chief Financial Officer or Auditor General access to such records upon 
request. The Sub- recipient shall allow the Department or its designee, CFO, or Auditor General access 
to such records, including access to the audit working papers upon request for a period of five fiscal 
years from date of audit report is issued, unless extended by the Department. 

VI. Entirety of the Agreement 

All terms and conditions of this agreement are fully set forth in this document and its attachments and 
shall be governed by the laws of the State of Florida. The parties agree that proper venue will be in 
Leon County, Florida. This agreement is effective as of the date it·is fully executed. 

IN WITNESS THEREOF, the parties have caused this Agreement to be executed by their undersigned 
officials as duly authorized. 

By County Supervisor of Elections/Sub-recipient By Department of State, Division of Elections 

Signature 
Vicki Davis 

Name and Trtle Supervisor of Elections 

Address 
135 SE Martin Luther King, Jr Blvd 
Stuart FL 34994 

Date 02/25/2020 
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Name and Trtle 

Address 

Witness 

Date 
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Maria Matthews, Director, 
Division of Elections 

R.A. Gray Building, Ste. 316 
s·oo s. Bronough Street, 
Tallahassee, Florida 32399 



CERTIFICATION REGARDING 

ATIACHMENTB 
MOA 2019-2020-001 

DEBARMENT, SUSPENSION, INELIGIBILITY AND VOWNTARY EXCLUSION 
LOWER TIER COVERED TRANSACTIONS 

This certification is required by the regulations implementing Executive Order 12549, Debarment 
and Suspension, 45 CFR 1183.35, Participants' responsibilities. The regulations were published as 
Part VII of the May 26, 1988 Federal Register (pages 19160-19211). Copies of the regulations may be 
obtained by contacting the person to which this proposal is submitted. 

(BEFORE COMPLETING CERTIFICATION, READ INSTRUCTIONS ON REVERSE) 

(1) The prospective lower tier participant certifies, by submission of this proposal, that neither it 
nor its principals are presently debarred, suspended, proposed for debannent, declared ineligible, or 
voluntarily excluded from participation in this transaction by any federal department or agency. 

(2) Where the prospective lower tier participant is unable to certify to any of the statements in 
this certification, such prospective participant shall attach an explanation to this proposal. 

Vicki Davis, Supervisor of Elections 
Name and Title o f Authorized Representative 

Signature 

ED Form GCS-009, 6/88 



ATTACHMENT C of MOA 2019-2020,-0001 

Certification of County Matching Funds1 

l,Harold Jenkins, Chair of the Board of County Commissioners of Martin County, Florida, do 
hereby certify that the Board of County Commissioners shall appropriate and provide the county 
Supervisor of Elections a minimum 15% county match to the total amount of federal grant trust 
funds under the Help America Vote Act appropriated for federal _election cybersecurity initiatives 
and improvements that the county Supervisor of Elections may request and receive from the 
State in FY 2019-20 pursuant to specific appropriation 3160. The match amount must equal to or 
be greater than $2,397.50 

If the Board fails to appropriate and provide the matching funds as certified herein, all funds received 

from the State for this grant, including any accrued interest, will be required to be returned to the 

Department of State and shall revert to the Federal Grant Trust Funds. 

Chair, Board of County Commissioners 

Date 

1 The match requirement Is waived for the following sub-recipients whose respectiVe county has been designated by the Department of 
Economic Opportunity as an Economically Distressed Rural Community: Baker, Bradford, Calhoun, Columbia, DeSoto, Dixie, Flagler, 
Franklin, Gadsden, Gilchrist, Glades, Gulf, Hamilton, Hardee, Hendry, Highlands, Holmes, Jackson,Jefferson, Lafayette, Levy, Liberty, 
Madison, Nassau, Okeechobee, Putnam, Suwannee, Taylor, Union, Wakulla, Washington, Walton. 



ATTACHMENT A to MOA # 2019-2020-0001 

Election Security Improvement Plan 
County Martin 
Funds Allocated to County $15,983.34 Advance: $1,783.34 Reimbursement: $14,200 
County Match Requirement $2,397.50 
Services/Products Applicable Specific Goods or Services to be Purchased Cost Advance or Vendor Contact 

Category (Y/N) (or reimbursed for prior purchase) Reimbursement 
Training y KnowB4 $575 Advance 

M ultl-Factor Authentication y County needs 20 seats for MFA. This Includes 20 Yubikeys $1,208.34 Advance DUO/Yu bl key 
and 20 llcenses for the services. 

Vulnerability Management and N NA NA 
Centrallzed Logging 

Emall Security (Including DMARC) N $0 NA NA 

Advanced Network Security y Albert $8,400 Reimbursement County will execute renewal with EA ISAC. 
(Including Network Segmentation, DOS will pay for the Albert services for FY 
Automated Firewalls, Albert Network 2019-20 
Monitoring, and Other Network 
Intrusion Prevention Systems) y ITS Fiber $5,800 Reimbursement Network Improvements 

Reglonally or Otherwise N NA NA 
Segregated Backups 

Automated/ Advanced N $0 NA NA 
Endpoint Security 

Technical and Cybersecurity Support N $0 NA NA 

Physical Security and Other Needs N $0 

As ~:f~ 6*~ r t~ ~ bo~e named county, I acknowledge that grant fund~ ~ II b~ ly for the continuation of cybersecurity initiatives and improvements In the designated categories above. 

Supervisor of Elections ---"-,71--'~'-a""'t ,._,.· """'--=='------
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